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Prefix Hijacking
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NI ATam prefix A) nONR AS "'y MdINY prefix-nn '9'¥x00 NIt prefix 7V 70N BGP Speaker o
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2IMIn NoTvn ,prefix B-7 |01 prefix A-7 |0 nd"ww IP Nnamd 111y .(8.8.8.8/12 "wKn '9'¥90
.19'¥90 NI prefix 72y TONW AS-7 X' 1019 TN
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.("N1T) ASes n¥IAp IX (1K) AS ,prefix Ta1d 1107 N1 - VIYSI NVIA MITM e

NI'M"MK NIRNAIT

(Vw9 n1mxa on7an 70K nPwnna 10R) ROS X, Wikileaks ™y 1ownmiw naima Moy .1
,2AWUNN 7Y Nninn N0 NWoXnN NIN ,(Remote Access Tool) RAT Nn1dina wnnwn
,2013 2112 .server-I client-n N2>M NIDINN .NTNL NY'YON XK INXR ARY7 Nn 7y
,46.166.163.0/24 ,clients-n NaNNN 17X server-n QW' 12 Prefix-n - n'vad [nIRN 77m)
L' IP-7 7annn? clients-7 A'WoR71 ,NN'NNA N'van DX IN97 Nan 7y .unreachable 190
mAn [Nl ,(AS31034) Aruba S.p.A MFRPR70'RKN LNVI'RN N'PO0 DY TN NTAY ROS

.clients-N "Mannn? DMK 1'N N"Y7RY IP-n NAIMD DY WTN server
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aw' 1aY Prefix-n NX N'7'on1 BGP Announcement 7y nTdn AS31034-w D ™y NNT 1A'WN [N
nYIAaN NMIAYVNN 7D X7) 46.166.163.0/24-7 NnTVIM NN'NY NIAYVD YR DY server-i
N71Y9N ,NKT DY .(NI'2'0R'S NITIDNA NAITAY N1ANA NITIdNN DX NV'7'OW ASes I'N DY YR

TN IP-7 72NNN7 DNIXK 29277 [N A'LL,WTNN server-7 NANNN clients-n1,NN™Y¥N TV

AWK D'MY71Y DMARND DY L9 70pnn YW DIman IR NNRY N1 YD - NAWNn? AT
MN'Y NIV .071VN AN 0NITe Dl collectors nnpn 17X DMakn .BGP NIAyn 0'o910n
n'n nn nnivotn (IN7 M (bl ,BGPlay ,ThousandEyes) DIW 1AM MARA 7W DINTYINITY
-0 Iyl ,2013 y'7 - DO ATA N9IEN NIAY D NIKYY N1 PR .prefix 7D 7w olvvon

.AS31034 NI 17W origin-NY DAWINY peers-n NINd2 NTN XD N 0N prefix

25397273 NI e 46.166.163.0/24
AS57663| CT N (YR AT T 46.166.163.0/24
AS31034| ] 46.166.163.0/24
ASE5541 | I 46.0.0.0/8
ASE59542 | B = 46.166.160.0/20
| I | [ I |
Oct 2013 Apr Jul Oct 2014
2013 2014

[ripestat.ripe.net-11jn]

DIY" [9IX .N1*TNA YouTube MNX7 Nwan NX DION7 NVY7NN |VO'?S N7wnn ,2008 Nlwa .2
,208.65.153.238 :I'n DION7 NNXY |0'OpOW IPs-n .Prefix Hijacking 'y XIn nu7nnn
Pakistan Telecom n'po0n ,Nn'oNn NX wnn? Nnin 7y .208.65.153.23-1 ,208.65.153.251
-208.65.153.255 n1va nimdn '72) 208.65.153.0/24 prefix-n X ntdn (AS17557)
prefix-n  (AS36561) YouTube nNI7p22 N0 N9IPN NNIXKA ,NXT DY .(208.65.153.0
-n ,NNT DY .208.65.152.0-208.65.155.255 N1iva niamdn 75 i ,208.65.152.0/22
/24-¥ |am .nnann 7w Web-n 'mawi DNS-n 'mw 75 NX 7' 208.65.153.0/24 prefix
,01"9'¥90 NI' DNW prefixes '0719'T |91X2 0'O*TYN DANI ,NINKRDIL/22-1 '9'¥D0 INI' KIN
Pakistan -7 nyan YouTube nhiavn 7701 ,AX7n 7n7n BGP Announcement-n |27
NX'D DY ,NWAN [NN97 1TV X7 N1 208.65.153.0/24 7V nTtdN YouTube-wd DA .Telecom
XN 2'NIN 72V AT A 2NN DNNNA DT i, Pakistan Telecom Dy nnannn Ty
,208.65.153.128/25 prefix-n 72 nT0N XN AWUXD 71 YouTube-7 MTh N1avnn AN
7w downtime-a nN"n YouTube 2"NO2 .9Tvm NN N'78 2NN 21 ,ONIF '9'¥90 KINY
7w ey "y valid paths aNn? 710' qpme At npnn 27 o'w? N .ovnywn nun?

.0'M'NXNn bogus paths
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N'AMI9I 2018 712 Telegram nn'on) 7"10 NOITaNI Apynn 7nn ,NIS0N NIAY NINNAIT NNy
- N2aNY NN v MITM-> N2 *'y) 0"7R107'1 NIYaon ¢ namaa 1y (XK "y 2017 aRna
N1 ,(2014 AxIN291 DM ISPs 7wl 2018 71982 Amazon 7w DNS 'Mw ¢ n1iayn nam
[770 2YTN DI NIwNNA [ (2010-2 'o y) VLNVI'RNN DANN 077N 7w NIMD NNAYN

Jyoa |penn uona

RPKI-1 BGPsec

[12D1 ,]1DIN 717101090 1AW |9IXN 7722 27w ,ny'an? Niwp BGP-n 7171009 DX NI7XINN NI9pnn
MIYNwN 1I19'w .BGP NX 19W7 D'¥NXN 0N L] 7V QNN M) @IFT NIN'K DR TWONN 11'R MUK
NN DX 7TANY 1ITYVRY niman 1son nY70n 71710097 nanin .BGPsec 7w nninTa y'an 3%
AWK NY70°A'T NNINN NN 2 TAN AS 70 .N1r'onaius niint 217w "y Wp'va ,BGP 7w nnuaxn
.(RPKI - Resource Public Key Infrastructure naipn nt 1'¥'9) origin AS-7 IP prefixes 7w '1om n'7'on
2NN MWW NXOR 722w D ,paths v nn'mn ©WWoR? nn 7y certificate j'Tnn AS 75 ,q0na
JUIN NTYIM Y TINNY peer-n 7w ASN-n N9O0IN DX WIIT BGPsec ,q0102 .path-n 2y Dinnn AS-n
-NY XTHT 721N X' ,BGP Announcement 72pn AS-w DY9 701 ,0n170 .N*70"A'T DINN T 770 DAl
N¥INWII ,path-2 NmMIwIN ASes-n 73 "y nnmnn KTV DR YT PR AVTINNWIL (121 path
DX RN IR peer-n W ASN-N 7w1 07w ASN-D IR TWIWN X' L,WTN BGP Announcement Ni7wY

.N7Y '019 NN9NN DY WTNN path-n 2y DiIMNNIE,AYTINN DX NITYY

VI ,00 N¥M ARYN XY MRIT 72171009 KN AT sec 7V YIN'Rn IY'Y NNRT DY
2 7 2 BGP BGP 2

77221 N0 yTMn 7722 N ni7m n1oN2 [0 NINVAIRNA BGP updates NIYTIN L72'v Nk 1010 D
TNIXD) NINMN 190N 7Y NIT'T WAIT KINY 7722 ,772 nyTin 75 Tiay a1 ,90112 .Nim'nnn N90In

[1'7'2 '¥nn N 7w 97122 NY7RA172 2 1720 DY ,NYNNN DW? 71 .01 hop 722 DXL, (path-n
NN ' 2-n NP 7w XTI I L4 AS hops 7w yxinn IR path oyl IPv4 prefixes

.0"'NN D"ONA109" D'AIY'NY ONI' NN'RNA NN NIWATN ASes )2 v .BGP 2m 7w 7INnNXa

¢ n¥P? N¥M MW NNt 1A deployment-2 77 AWOKNN ITD N'MNVAN D7D WIN'Y ,90112
NTA2? NMINN NN 21 .path-n NIIDI NN XTH? A N1 X7 DONK,N0'WN NN IXATNRY ASes
NYPUNL IXD 7Y 90w D 0T AIoN NNLAN ANTY 7w 'O deployment-7 nnvan nnnn

aNN2 0NN 7D DX 9'7NnY7 D'ww X7 D'ONI D'7ITA ASes-w V'Non X7 N7 ,ASes 7w Nonivn
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70 P W1 ,N'7070 N1'nan 'RT IR NP 010 ASes ™'y BGPsec 7w IXIN'R DA )2 DIWN .071Y0N

O TN YIN'RD NIV'Y

?NIWYY7 N1 An - NXT D21

2 7V .2ANpn POIXA DN7 NINNON YI'R IX NIXYYT [N K71 ,0N1MN D'NNVAX DY7W) W' BGP4-2
23 ,Sessions 110" ,NIAYN NVON IN'TI NI'MNN 'IN'T - NIP'D 11210 NIXARNA NINAN LD [INN9)
(0'anan 7w 27T 937 V) MIENT71 INR AT DNINT? [N A ,BGP NOPNN [N1'NAY Nan 72V NINT

2N NINR7N 721 DNaNN 7Y nnyswny 199

nid'o

Dy .Internet-2 Inter N7'MN DX DWW T XNl ,D71VN 'ANN2 NIIY NINWA "2 1aNn%? "woNn BGP
NI'NYn 1Ny Xin 0OI'S axnn D 2V .'2m'na ANt NNVAX? NI TINNWD 171N I7I|7IUI'1':)|'1 ,NXT
'7I|7IOI'19ﬁ'd} jinn .BGP-2 win'wn 7w DNIMN DUNNLVAN DYDY NIVAL NRYIM MY71Iyn 2mnan
21 oon 'y liTagairatal NI7Y9INn YW NINWA 7w 11 190N o'l m71yn VIVI'RN N'NYNI ITY

J'MNVARN NN [N N1DUN NN [N MANKA KIN D'"NNVAK DIIR'N YIN'R ,D1AX v

DY

:AS 720> nnn prefix-n vN'O .1

https://www.dan.me.uk/bgplookup

4701 D ANKXR /AN NAI07 N7 N'YPOSon YOI Y'Y ns'on NMpyn nin1a .

https://www.secureworks.com/research/bgp-hijacking-for-cryptocurrency-profit

:N"2IYN NNIAYN VIV'XI N2 NAIVY 1Yo N'RO0 'y BGP nou'n mjm nina .3
https://scholarcommons.usf.edu/cgi/viewcontent.cgi?article=1050&context=mca

:ASes-n nn'wn 4

http://bgp.potaroo.net/cidr/autnums.html

:BGP NI9'PN 'KWIN2 "MIYTN YT'N71 2N NARA 7IRWN7 IR .5

https://stat.ripe.net

?02102'KN NIX 7'91'7 77 NNd TV IKBGP Hijacking -
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2018 >"awn MAnNX

YaakovCohen88-1 Dvd848 nxn

nNNTPN

INNNL .NMI71100 'WIR 11AY O |"ONpn 770D DNANK NNTo 3"awn Nnw 2018 NanxT n7'nna

.DMANKN NTO 7W 0717010 NYQIX JINN 0*IY7 17Y INNO9N DX A'¥] N7

DION9Y7 NIWNX DAN A'WA? IN7¥A X ,0MIXI'N NN DD X7 DINIX 12NN T'an? 17 aiwn

.0019NN A X7 AT NOoN - DIIYIX X177 .JANKA N0 TVIN 197 NINNoSA

Yy oo

Hello Special agent A from the Israeli Security Agency (ISA) Technological Unit

“White September” (WS) is a group of arch-terrorists. They are connected to the global Jihadist
movement, and are funded by Iran and Hezbollah. Several weeks ago, they used the darknet to
declare their intentions of carrying out a mega terror attack in Israel. They nicknamed the
operation “Israeli September 11th”. These people are highly sophisticated and utterly merciless.
We at the ISA have received a tip that some of the terrorists have already infiltrated the country.

Our agents have launched an operation to halt them before they can carry out their plot.

YOUR MISSION

The State of Israel needs your help!
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1ANXY7 n0"1D

DIN'N 723N DY NND) 'NDIRN 3"AWn MaNK D2 ,TOMN MANKY NINTIP DY 'RWY N7 Nnim

DMANKD NN'WA 7R VN [N 1MNR7 v

ShANERES

ShANERE
L3,
g

Jerusalem

Challenge

114,501 views
SHARE

Coordinates

Q@ Point 1
@ Point2
Q@ Point 3
Q Point 4
Q Point5

Q@ Point 6

Directions from Point 1 to Point 6

@ Point 1
© Point 2
© Point3
@ Point 4
@ Point 5
@ Point 6

Others

Line

Polygon

United
Kingdom

Isle of Man

"Nion 723" non 7R n'7'am ni7n 7y nxn?

NINNKRN

®

Denmark E

®)
N ands
3

Germany
Belgium '
Luxembourg

@ J Czechia

A

s Austria

France ;
Slovenia

Croatia
Bosnia a

@ Monaco @

"'\‘- o
‘Andorra
g

13
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NNIYN NITHZIA Yp22)

NAYNN NR I71|7:I NIMIND DX 12N DX .N'721K2 NIK 79 NIYa qQ1-N'0 IX N1AN N1'X¥XN AT D

.joinus

MANKD 71700 NYAIXR 7R N7am nawnn

WELCOME AGENT A!  CE=

Below are your technological assignments.
Completing an assignment will lead you to the next one, while providing us with critical information.
To begin, choose your field of expertise:

EMBEDDED SIGNAL
SOFTWARE PROCESSING

SOFTWARE &
HARDWARE DATA SCIENCE

Israelneedsu.com
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Embedded Software 7170n

Cat and Mouse :#1 n'Ixw

NANKN IR

'WONN 7w D'WAN 1IN L177D 0'ONINAN OY¥A7N

Macronix
MX6e6L1G4A5G

(Serial NOR Flash)

[SOP Pinout]

u-blox

Atmel
ATmega2560
15 (MCU)
[TQFP Pinout]

SAM-MBQ

Analog Devices

ADXL345

15
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Apmn Ty

uint8 t should save = FALSE;
uint8 t reset = TRUE;
uint8 t counter = 0;
uint8 t counter max val = 75;
uint8 t is triggered = FALSE;

uint32 t uart read(uint8 t *buffer) {
bi

uint8 t parse(uint8 t *in buffer, uint32 t length, uint8 t
**out buffers)
{
uint8 t i = 0;
uint8_t res = PARSER_INVALID

if (length < DATA MIN LENGTH || length > DATA MAX LENGTH | |
*in buffer != '$' || in buffer[length - 1] != '\n' || in buffer([6] !=
")
return PARSER_INVALID;

if (0 == strncmp(in buffer + 1, PARSER PREFIX 1,
PARSER PREFIX LENGTH))
res = PARSER TYPE 1;
else if (0 == strncmp(in buffer + 1,
PARSER_PREFIX_Z,PARSER_PREFIX_LENGTH))
res = PARSER TYPE 2;
else
return PARSER INVALID;

in buffer = in buffer + PARSER PREFIX LENGTH + 2;

out buffers[i++] = in buffer;
while (NULL != (inibuffer = strchr (in buffer, ',")))
{

*in buffer = "

out buffers[i+ ++in buffer;

}

>"awn "anx
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return res;

uint32 t format save (uint8 t *in buffer, uint8 t a, uint32 t
length, uint8 t *out buffer)
{
*out buffer = a;
*(uint32 t *)&out buffer[l] = length;
memcpy (&out buffer[5], in buffer, length);
return length + 5;

uint32 t formatl (uint8 t **in buffer, uint8 t *out buffer)

*( *)out buffer = atoi(in buffer([0]);
out buffer += sizeof ( ) g

= *)out buffer = atoi(in buffer([8]);
return 2 * sizeof ( ) g

uint32 t format2(uint8 t **in buffers, uint8 t *out buffer)
vall str[10] = { 0 };
for (uint8 t i = 0; 1 < 3; 1 += 2)
{
memset (vall str, 0, sizeof(vall str));
uint8 t *pos = strchr(in buffers[i], '.');
memcpy (vall str, in buffers([i], pos - in buffers[i]
uintl6 t vall = atoi(vall str);
val2 = atof (pos - 2);
res = wvall + (val2 / 60);
if (*in buffers[i + 1] == 'W' ||
res *= -1;
*( *)out buffer = res;
out buffer += sizeof ( ) g

*in buffers[i + 1]

}

return 2 * sizeof ( ) g

configurel (

cli();

should save = FALSE;
counter = 0;

TCCR1A = 0;

TCCR1B = 0;

TCNT1 = O;

OCR1A = 62499;

TCCR1IB |= (1 << WGM12);
TCCR1IB |= (1 << CS12) |
TIMSK1 |= (1 << OCIE1lRZD);
sel ();

(1 << CS10);

configure?2 (

cli();
EICRA |= 0x01 << 2;
EIMSK |= 0x01 << 2;
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}

ISR (TIMER]L COMPA vect)
{
if (++counter == counter max val)
{
should save = TRUE;
counter = 0;
counter max val = (is triggered == TRUE) ? 15
}
}

ISR (INT2 vect)
{
uint87t interruptibuffer [MAX SAVE BUFFER SIZE];
uint8 t *temp buffer;
uint8 t a;
uint32 t length;
if (PIND & 0x01)
{
is triggered
a = 2;
}
else
{
is triggered
a = 3;
}
length = format save (temp buffer, a, 0, interrupt buffer);
save to flash(interrupt buffer, length);

save to flash(uint8 t *buffer, uint32 t length) {
}

configure usartO (
configure spi ( ) |

configure two wire serial interface (

}
main ()

uint32 t size = 0;
uint8 t recv buffer[MAX UART BUFFER];

uint8 t *parsed buffers[20];

uint8 t save buffer[MAX SAVE BUFFER SIZE];
uint8 t temp buffer [MAX SAVE BUFFER SIZE];
uint32 t save length = 0;

uint8 t res;

uint32 t formatted length;

uint8 t a = FALSE;

configure sysclk();
configure usartO();
configure spi();
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configure two wire serial interface();
configurel () ;
configure?2 () ;

while (1)
{
formatted length = 0;
size = uart read(recv_buffer);

if (size > 0)
{
res = parse(recv_buffer, size, parsed buffers);
if (reset == TRUE)
{
if (res != PARSER TYPE 2) continue;

formatted length = formatl (parsed buffers, temp buffer);

reset = FALSE;
a = TRUE;
}
else if (should save == TRUE)

{
if (res != PARSER TYPE 1) continue;

formatted length = format2 (&parsed buffers[l], temp buffer);
should save = FALSE;

a = FALSE;
}

if (formatted length > 0)
{
save length = format save (temp buffer, (a == TRUE)
formatted length, save buffer);
save to flash(save buffer, save length);
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'wonn 7w Memory Dump 7'onw X1 yaupl

root@kali:/media/sf CTFs/shabak/Cat_and_Mouse/program# xxd -gil
external_mem_dump.bin

00000000: 00 08 00 00 00 48 e8 01 00 ba 49 04 00 02 00 00 ..... [Hoooodooooo
00000010: 00 00 01 08 00 0O 00 aa ©5 00 42 a9 8a ©b 42 01 .......... B...B.
00000020: 08 00 00 00 43 05 00 42 Qe 8a ©Ob 42 01 08 00 00 ...
00000030: 00 7a O5 00 42 18 89 Ob 42 01 08 00 00 00 27 06 .z..B.. .
00000040: 00 42 0a 88 Ob 42 01 08 00 00 00 9b 06 00 42 40 .B...B........ B@

000057f0: 42 ac 28 Ob 42 01 08 00 00 00 96 4c 00 42 60 28 B.(.B...... L.B™(
00005800: Ob 42 01 08 00 00 00 c8 4c 00 42 21 28 6b 42 01 .B...... L.B!(.B.
00005810: 08 00 00 00 9e 4c 00 42 00 29 ©b 42 9e 4c 00 42 ..... L.B.).B.L.B
00005820: 00 29 ©b 42 .).B

NIYYNIXRA WURY TIA'YW NY¥aIN T8I ,"78N0 077 NdNN main N'¥ZII9Y AR INXY T [I'vn
.GPRMC unn191 GPGGA U1 :D'VNNID IWN TNX '97 V7R 7277 NOXN IT N'X¥7219 .parse N''¥ID

.GPS-% AYPN YT DX 1770 D'UNMIDNY DX NN YIDNN

NINIYA 7Y '9101'X 9¥1 N'"INKR71 GPGGA 7w NNK NnIvY N'WRDY ,NR7172 070 IR N727n N1DINN
N121 GPGGA Ny TIN 7¢ UNIIBN) N7Y MO AN NIYXNANRI NAX'N NDINN NINIYIN DX .GPRMC
28 anm aix'n L, pn N7 L(format2 nvypava n1a1 GPRMC nyTin 7w un1onl formatl N'y191
NNX DY DM GPGGA Nniwn 1Ay 72T .2 NIWYY 72T DMl nT'Na 1'winn 7w Uxhon [T

nto Ty vwA GPRMC nniwn 1y 72T TIva ,ntdim 7o n'nna

NTN WRY9Y Nnivan DX 2IMDY7 07NN NN NIM-NINWNA n7un LAt DTN X 751 Y9I In'on

.counter_max_val-7 y1an mamni

722'0n W UKD .Pin D 0T DA V7P N7AEN NDINN LRN0N PYNNN T 7NNy yTn? 1avn
197 |DTYNN counter_max_val 7w 1vn L2 INd .WKY97 aNd1 YRl Interrupt 7apnn ,ninwn

"0 ynRn

:NNIYIN 210 11y TNX N KIN format_save-n NIXY7 [N '9D ,WUKX797 "mwn 7¢ unIon
GPGGANYTIN:0 o

GPRMCnyTIin:1 e

N
[ ]

is_triggered = TRUE 2y T'vn TUX 712'0 :

w
[ ]

is_triggered = FALSE 7y T'yn TWUX 71210 :
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DTN NTYA 12'IXYW D'NAN 190N MINA DIN Pn ANXY? Tl (D'JT_'I. 4) nnivan |Yunn 7712 MDY

Type Length Payload

1 Byte 4 Bytes <Length> Bytes

712V Integer ANWN 1Y DN NMINY 7w Payload nw' GPRMC nimiwn? [nl GPGGA niniwY? |
'NIY dump-2 MIYKIN NNIYIN NIN W97 TWON [Ndn .GPRMC 112y Float 1nwn w1 GPGGA

0TI

‘OO 08 00 00 00 48 e8 01 00 ba 49 04 00

-1 0x0001e848 n'>yn Dy ,0'na 0x00000008 NIKA L(GPGGA) 0 alon NNIYIA NAIMY AR
0'012 0>y ANl ox .(Little Endian a1x'2 wim'wn 2py DAY 1907 17 m'w) 0x000449ba

YWY TIRN 10D KW NN ,281018-1 125000 7271 1Ny

I(0X12-3. n'rnnn) VI291¥ MIYKXRIN GPRMC-n nniwn NK w191 ,[9IX INIK2

|Ol 08 00 00 00 aa 05 00 42 a9 8a 0b 42

7221 Float-> w191 .0x420b8aa9-1 0x420005aa D'>Iwn DY ,8 XA ,GPRMC nniwn It

11 272 D' 7371 ,ANN1 IR NIVYITIRIZ N 19X DRIM17 on''N) DX .34.85541 ,32.00553

1M |2 N9IVNN
4
Magshimim
Be'erot Y
Or Yehuda Yehud
32°00'19.9"N 34°53'07.5"E Bnei A
32.005530, 34.885410 Directions
[ ® 2 <
SAVE NEARBY  SEND TO YOUR SHARE Ben (urion
RN Airport
@]
@  Lod, 7015001 A 12 navnn Sm (]
“%s  2V4P+65 Yagel &)
{abad
°+ Add a missing place Airport City C
[®  Addalabel
Ahi'ezer
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=] ) [ Beit HaShit g
- ra
Map  Satellite Searas Jmm al£abm Bait Alfa ) - Nl
o3 o ca m;: o)
o e
(&)
Madeta jei Tru ]
.
(D]
badr
Netanya
(%)
(S
P 5]
©) -
Raanana >
Zubayda
Herzliya (@)
Kfar Tap &5 ]
Tel Avi
oh
Al
Holon |
I o )
Rishon X =
LeTsiyon
G @ C
Rehovot
@ X
N salim (___J M I
v it
Ashdod i € :
do 0 @ > ‘ +
(0
(o] st Shemesh >
q‘;" ) © Bet Shemesh =) =
~

PITAN TN DY DTN 72170n0 NIX 2Y7¥N7 0DNY DNIR 7aX 717000 IR 17 DNNR NI0YITIRIPD
78 N2aN21 GPRMC A10n NNIYA 2D 2IMTA "M Fan'? 0DMX 1INIX D7 .07'791n0 nyTinn nnwl naw

WX79n

M 071 ,should_save 7w 72T DN MM"'0NW vana WX797 Nand1 GPRMC nnivaw DYVTI' NNIX
W47 DRNNa ,150 IX 15 XIn counter_max_val .NIXMj counter_max_val D'7wn XIinw yaia
"NDIIN 2¥NN DX DWTI 1INIX .(75-D 7'NNn KIN DY ,N1INN N7'NN2 vyNY) is_triggered 7w 'NdiIn
72U wn DR P'on7 D™D MR P71 ,WK?9% anc 1w MW 7D D is_triggered YW
[ATN X 2WNY? 72121 ,AN"0N YOIR AT NIT'N' NND 722 AN AT IRWIYW nn 7D .counter_max_val

.07 N2AD D A "avy

NN MY DX 77D TIign

configure sysclk();

.Q0I¥NN D'WAN [MIXY 12w 7Y spec-n DY DA NNTNON IT nTay .16 MHz 9w Iyw 7y nT'ynw

NtuN 7Y NNMIYNNN nrt ]'W'JP'? N DA NNIYR NIKAN DNNTANNY nX1) 22122 w19'NNn ,0112

OCR1A = 62499;
TCCR1B |= (1 << WGM12)

TCCR1IB |= (1 << CS12) |
TIMSKL |= (1 << OCIE1lA);

(1 << CS10);
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07N NN XN J'IXNN 20NN NX 1IRXN

Timerl is set to interrupt on an overflow, so if you are using an
ATmega328 with a 16MHz clock. Since Timerl is 16 bits, it can hold a
maximum value of (2716 - 1), or 65535. At 16MHz, we’ll go through one
clock cycle every 1/(16%*1076) seconds, or 6.25*10° s. That means 65535
timer counts will pass in (65535 * 6.25*107%s) and the ISR will trigger
in about 0.0041 seconds.

To control this you can also set the timer to use a prescaler, which
allows you to divide your clock signal by various powers of two, thereby
increasing your timer period. For example, if you want the LED blink at
one second intervals. In the TCCR1B register, there are three CS bits to
set a better timer resolution. If you set CS10 and CS12 using:

TCCR1IB |= (1 << CS10); and TCCRI1B |= (1 << CS12);, the clock source is
divided by 1024. This gives a timer resolution of 1/(16*10% / 1024), or
0.000064 seconds (15625 Hz). Now the timer will overflow every (65535 *
6.4*107°s), or 4.194s.

IN NIMY 62499 * 0.000064 = 3.999936 75 yI9' NIn 271 ,62499 Ty 1910 WN''ON LN7W NN
-7 2TaM NI DRI L,NPT 7D Y197 10N ,15-7 YTam counter_max_val DX 271 .niMw 4 5 a2

JDIPT WY 72 Y197 'nton L, 150

NN U9"PON NX X" 2010 NTh VTN NNTYVa

import os
import struct
from datetime import datetime, timedelta

ticks = 0
add _ticks = [75]

with open ( ) as f:
while True:
type = struct.unpack('B', f.read(1l)) [0]
if type == g
break

length = struct.unpack('I', f.read(4)) [0]

if type ==

assert(length == 8)

valuel, value2 = struct.unpack('ii', f.read(8))
print ( .format (valuel, value2))
ticks = 0

add ticks = [75]
the time = datetime.strptime ( .format (valuel, value2),
)
elif type == 1:
assert(length == 8)
if len(add ticks) == 1:
ticks to add = add ticks[0]
else:
ticks to add = add ticks.pop (0)
ticks += ticks to add
the time += timedelta (seconds=ticks to add*4)
valuel, value2 = struct.unpack('ff', f.read(8))
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https://arduinodiy.wordpress.com/2012/02/28/timer-interrupts/

.format (valuel, valueZ2,

the time))
elif type == 2:

assert(length == 0)

print (

add ticks = [add ticks[0], 15]
elif type == 3:

assert(length == 0)

print (

add ticks = [add ticks[0], 150]
else:

assert (False)

¢ YN DX YR 27 D'WT XY NINNR DNR DT OY TN',1I1DTRY NN 7D IR wnnn 091700
WD 197 YIDR' YTV AN NM'0N ,counter_max_val 7w '"1'W7 DNA'Y nn ,NnINwn is_triggered

UTNN W7 DN KT 70 PTYN' counter_max_val 7w 1wl jwin

gy

0 125000 281018 - reset

2 is triggered = TRUE (Log every 15 ticks)

1 32.00553 34.88541 75 2018-10-28 12:55:00
1 32.00514 34.88482 90 2018-10-28 12:56:00
1 32.00535 34.88388 105 2018-10-28 12:57:00
1 32.00601 34.88285 120 2018-10-28 12:58:00
1 32.00645 34.88208 135 2018-10-28 12:59:00
1 32.00696 34.88113 150 2018-10-28 13:00:00
1 32.00732 34.88019 165 2018-10-28 13:01:00
1 32.00666 34.87967 180 2018-10-28 13:02:00
1 32.21888 35.23234 29085 2018-10-30 00:36:00
1 32.21895 35.23225 29235 2018-10-30 00:46:00
1 32.21903 35.23241 29385 2018-10-30 00:56:00
1 32.21892 35.23242 29535 2018-10-30 01:06:00
1 32.21889 35.23243 29685 2018-10-30 01:16:00
1 32.21893 35.23226 29835 2018-10-30 01:26:00
1 32.21908 35.23232 29985 2018-10-30 01:36:00
1 32.21906 35.23253 30135 2018-10-30 01:46:00
1 32.21887 35.23255 30285 2018-10-30 01:56:00

NN NI NANEN NNIYINY YNIKY nn,30.10.2018 01:21-1 NNl nyTINN

1 32.21889 35.23243 29685 2018-10-30 01:16:00
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32.21889, 35.23243

32°13'08.0°N 35°13'56.8"E
32.218890, 35.232430

2
SAVE NEARBY SEND TO YOUR SHARE
PHONE

9 Unnamed Road, Shkhem

669J+HX Nablus

Add a missing place

vo.

Add a label

RXINNI

You have completed challenge 1
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Code Red :#2 n'Invw

ANKN IR

We have uncovered some suspicious online traffic and identified communication between two IP
addresses. Both these addresses come from computers we believe belong to senior members of the White
September organization (see attached file chat.pcap).

The Technological Department believes that the WS members are using an application designed for
concealing messages.

Based previously gathered intel, our analysts team assesses that WS is planning a terror attack against
Israel in the near future. They believe the exact date was disclosed in the aforementioned communication.

Your Mission:
Reveal the exact date and time of the planned attack.

.chat.pcap WA MW MIAVN Yal QX MAnKY

TCP Streams-n NN 2IPY7 NIN DT Yalp D720 QUKD NIYYY 'NTOW DRIYNKIN DNATA TN
NN VOMPON NIW¥NXA IX ,WireShark 7w '97an wnnn NIW¥NXA NXT NIYYY? N9 .1%¢ D2Iwn

;000 Yal?7? Stream 75 R¥'Y

END $ (tshark -r chat.pcap -T fields -e tcp.stream | sort -n | tail -1)
i i END i++ tshark -r chat.pcap gz
follow, tcp ascii follow-stream- txt

D'MNVONY 1'A'T ,0N'™Y 1T N2YN NIYYAN] .0DIY D'MNIV0 39 ARX' NTIRON LN7W NN
['Vn X7X DU"DNAY LNVI'R NK? DY 1770 X7 D'NNVOoN XYY TN TWK ,11-1 3 DN D*MYNN

NMIpNN DY NI "My ' NY-IT

:NNQN MWD DR NQINY /sessions-7 POST Nnwpa nyXIa ,n7'Nn

:NQN 210NN NIXKXIN 00 /messages-7 POST NIYpa 190n ,[on INXRY

{ : ’
’ :0}

.INW'7D 190n 7'o9n Counter-1 ,Base64 NTiNNN 7'on Content ,nXXIN ‘701
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TIN "YW 19501 NN MIYNN W onIon , i ,chunked nn*n HTTP-N NARANW X7 'RTD TIY

un% .01 IRka 0'na 1von 1INNXYI chunk-n NIX

POST /messages HTTP/1.1

Transfer-Encoding: chunked

Content-Type: application/json; charset=utf-8
Host: 192.168.202.128

400
{"SessionId":"8d671e57-4f6ca-4a7c-a22b-724578cecbfa", "Content":"<bas64
encoded chunk...>

400
<bas64 encoded chunk of length 0x400...>
400
<bas64 encoded chunk of length 0x400...>
400

<bas64 encoded chunk of length 0x400...>

N7710 AWUKR) DY MY 7D DXIND 107 1Y DY NI7 AWK L71 JSON upraIx 7ap7 1o i

NRIMNN 722 DR TYEL,NRMND DN 290 IWRIN JSON-N v aIRn 7'nna .(chunk-n IR X

base_0.png base_1.png base_2.png base_3.png base_4.png base_5.png base_6.png

TIPN) NINIT NIRMN |2 DA 7271 ,00¥277 XY D'NAN D'OPMAINN 7W base64-n TIT'{? DX DANI DX

(102 QIX' NXT NYIVY

user_1.png user_2.png user_3.png user_4.png user_5.png user_6.png user_7.png

m

user_8.png user_%.png
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TR NY'W N72] |7O|7'5)-'70|7'9 |NIX N1Y1 OX 22N ,NINIT NIXN DX7'NY NIRIMNNE NTINY DRIMNN

NONITT AN T 72 .0OITXN VaXn Dya 27720 v v n'ion

C\LACTFs\shabak!\ Code_Red\chat\new\output\base_3.png ~ | - |C:\...\CTFs\shabak\Code_Red\chat\new\output\userj .png ~ | =
07/12/2018 23:34:30 164,728 bytes  Picture Files v 724x483x32 07/12/2018 23:3432 133,627 bytes  Picture Files v 724x483x32

Tolerance: 25

Pixel details:

OP"AIND NX7INY NIMNN T¥7 (U1N0I'RNN NTIINY) 0'02N NANN NX N7YN7-78NWUN NIKY7 TWOR
NXNY TV N9 NNIENN MINNNY 17 In'Y 011N 0'70i7'90 7w [In'0 nun'l ' JSON-n

JX7INNN NIMNN 72V nwyl 'n'ung

NMIMNN 7¢ R-N 1Y QUKD ,D'1I0N 70779 11IAY 0DV NIX NI AIWOX MINNNN N'RNYN N1'o]
DIAN IR ,0x41 721721 D' XOR y¥11 103 12'n NX7INNN NN iy wnl 38 120 nNipnn

72231 2 'wm LA nixn LASCII-7

Ahlan, how are you?

TNN NNIRY NTOPN JIN L[ANMd) NINNXD NRIMNDN 7Y IR N71V90 NIK V¥ OX 72X 1210 nx
Iy’ DNRN DNPNA 7271 ,(0'02 NIMNY7 NYRITI AT WX NX7INN NIMN 2 D'iwn

TR DA XOR y¥27 w'w 1anon JSON-N 0" aIR? qaIxw 'R Counter-n 1Y N71V97 0101 NO
ITN N7V9N DINKN DN X ,NMNDN AN X7 n72wonw p 0 A 1w L IwRIN NNl
1M V%9 7277 nn 2y WA

:N2N VOMZOoN

VINVI'RNN NI'VAN NAMNN DX T e

JSON-N 'O aIXA NI'VAIN NRINNN DR YN e

NINIWYNYT '0'02 DNMIATR NIVXAND NN'RNNN 0'0dN NINN NN NX7INA NN 72 12y ANt e

nnmn
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awn' ,(user) NX7INNN niMNal (base) 0'02n MINNA 7j70'01 770'0 73 7w R-n D 2 nnwe

user[x,y][R] != base[x,y][R]-I nTmM2 user[x,y][R] * base[x,y][R] » Counter NX

from PIL import Image, ImageFont, ImageChops
import functools, requests, operator, logging
import base64, pickle, heapg, json, glob, math
import re, os

re line with single number = re.compile(r'”~[0-9A-F]+S")
OUT DIR =

USER IMAGE PREFIX =

BASE IMAGE PREFIX =

CACHE FILE =

(filepathl, filepath?2):

imagel = Image.open (filepathl)
image? Image.open (filepath?2)

hl = imagel.histogram /()
h?2 image2.histogram/ ()

rms = math.sqrt (functools.reduce (operator.add, list (map (lambda a,b: (a-b)**2,
h2)))/len(hl) )
return rms

(s) :
lines = s.split( )
return .join(lines([::2])

(stream id) :
res = []
stream file = .format (stream id)
logging.info(
.format (stream file))
with open (stream file) as f:
for raw json str in re.findall( , f.read()):
J = json.loads(clean json str(raw_json str))
res.append (J)
logging.info ( .format (len(res)))
return res

(img) :

logging.info ( .format (img) )

similarity = []

for base img in

glob.glob (os.path.join (OUT DIR, .format (BASE IMAGE PREFIX)) ):

score = image similarity histogram via pil (base img, img)
logging.debug ( .format (base img, score))
heapg.heappush (similarity, (score, base img))

best match = heapg.heappop (similarity) [1]

logging.info ( .format (img, base img))

return best match

(imgl, img2, xor):
imagel = Image.open (imgl)
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image2 = Image.open (img2)
assert (imagel.size == image2.size)

xSize = imagel.size[O0]
ySize = imagel.size[1l]

diff = []
for i in range (xSize):
for j in range(ySize):
if imagel.getpixel ((i, Jj)) != image2.getpixel((i, 3J)):

vl = imagel.getpixel ((i, 0)) [0]
v2 = image2.getpixel ((i, 0)) [0]
diff.append(chr (vl ~ v2 » xor))

return ("".join(diff))

logging.basicConfig(level=logging.INFO, format='Log:\t% (message)s')

json _objects = []
for stream id in [ , 1 g
json objects += extract json objects from stream(stream id)

if not os.path.exists (OUT_ DIR) :
logging.info (
os.mkdir (OUT DIR)

image to counter = dict()
for i, obj in enumerate(json objects):
if in obj:
for url index, url in enumerate (obj [ 1) ¢
logging.info ( .format (url))
response = requests.get (url, stream=True)
out path =
os.path.join (OUT DIR, .format (BASE IMAGE PREFIX,url index))
logging.info ( .format (out path))
with open (out path, ) as o:
o.write (response.content)
else:
out image name = .format (USER IMAGE PREFIX, 1)
out path = os.path.join (OUT DIR, out image name)
logging.info (

], out path))
with open (out path, ) as o:
o.write (base64.b64decode (obj [ 1))
image to counter[out image name] = int (obj|

pickle.dump ( image to counter, open( CACHE FILE, ) )
else: D 7

logging.info (

image to counter = pickle.load( open( CACHE FILE, ) )

for img in glob.glob( os.path.join (OUT DIR, .format (USER IMAGE PREFIX)) ):
logging.info ( .format (img))
base img = find base img (img)
print ( , decode message (img,

base img, image to counter[os.path.basename (img)]),
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0790

Log: Extracting JSON objects from stream file: 'follow-stream-3.txt'

Log: Extracted 6 JSON objects

Log: Extracting JSON objects from stream file: 'follow-stream-11.txt'

Log: Extracted 4 JSON objects

Log: Output directory missing, loading from scratch

Log: Fetching URL: https://static.wixstatic.com/media/57cf4c afealf0bb82348d9bdc24653ea3208f9~mv2
Log: Saving to: output\base 0.png

Log: Fetching URL: https://static.wixstatic.com/media/57cfd4c 9fa5cbad79a24e73a24fb52163d9209b~mv2
Log: Saving to: output\base 1l.png

Log: Fetching URL: https://static.wixstatic.com/media/57cf4c 4080£95b£84349e5887042c3a06£7114~mv2
Log: Saving to: output\base 2.png

Log: Fetching URL: https://static.wixstatic.com/media/57cf4c Obf3bbad5f74409bad0a3al0bldbd537~mv2
Log: Saving to: output\base 3.png

Log: Fetching URL: https://static.wixstatic.com/media/57cf4c Oaabe7ffcc024f7ba2b6611£72£2432d~mv2
Log: Saving to: output\base 4.png

Log: Fetching URL: https://static.wixstatic.com/media/57cf4c d9£88c5ddc93488d91ac03c56cc90lae~mv2
Log: Saving to: output\base 5.png

Log: Fetching URL: https://static.wixstatic.com/media/57cf4c 56a9ed0£fd9c84c98935307aebb4783f7~mv2
Log: Saving to: output\base 6.png

Log: Saving image from object #1 (Counter: 0) to: output\user 1l.png

Log: Saving image from object #2 (Counter: 3) to: output\user 2.png

Log: Saving image from object #3 (Counter: 5) to: output\user 3.png

Log: Saving image from object #4 (Counter: 6) to: output\user 4.png

Log: Saving image from object #5 (Counter: 8) to: output\user 5.png

Log: Saving image from object #6 (Counter: 1) to: output\user 6.png

Log: Saving image from object #7 (Counter: 2) to: output\user 7.png

Log: Saving image from object #8 (Counter: 4) to: output\user 8.png

Log: Saving image from object #9 (Counter: 7) to: output\user 9.png

Log: Extracting message from 'output\user 1.png'

Log: Finding base image for 'output\user 1l.png'

Log: Best match for 'outputl\user l.png': 'output\base 6.png'

Ahlan, how are you?
Log: Extracting message from 'output\user 2.png'
Log: Finding base image for 'output\user 2.png'
Log: Best match for 'output\user 2.png': 'output\base 6.png'

Allahumdulillah! How are all the brothers?
Log: Extracting message from 'output\user 3.png'
Log: Finding base image for 'output\user 3.png'
Log: Best match for 'output\user 3.png': 'output\base 6.png'

We are all very proud of you.
Log: Extracting message from 'output\user 4.png'
Log: Finding base image for 'output\user 4.png'
Log: Best match for 'outputl\user 4.png': 'output\base 6.png'

We want the party to start at 20:10 exactly.
Log: Extracting message from 'output\user 5.png'
Log: Finding base image for 'output\user 5.png'
Log: Best match for 'outputl\user 5.png': 'output\base 6.png'

Inshallah, Allahu Akbar.
Log: Extracting message from 'output\user 6.png'
Log: Finding base image for 'output\user 6.png'
Log: Best match for 'outputl\user 6.png': 'output\base 6.png'

Ahlan habibi, I'm fine.
Log: Extracting message from 'output\user 7.png'
Log: Finding base image for 'output\user 7.png'
Log: Best match for 'output\user 7.png': 'output\base 6.png'

How are you?

Log:
Log:

Extracting message from 'output\user 8.png'
Finding base image for 'output\user 8.png'

-Png

-bng

-Png

.png

-Png

-bng

-Png
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Log: Best match for 'outputl\user 8.png': 'output\base 6.png'

They are all excited for new year's eve.

Log: Extracting message from 'output\user 9.png'
Log: Finding base image for 'output\user 9.png'
Log: Best match for 'outputluser 9.png': 'output\base 6.png'

Inshallah, hopefully a lot of people will come.

XY nn'wn

Ahlan, how are you?

Allahumdulillah! How are all the brothers?

We are all very proud of you.

We want the party to start at 20:10 exactly.
Inshallah, Allahu Akbar.

Ahlan habibi, I'm fine.

How are you?

They are all excited for new year's eve.
Inshallah, hopefully a lot of people will come.

:20:10 nywa 31/12/18-7 n11dINN N9pNAN NI

SNRRE

You have completed challenge
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Software & Data Science 71"0n

Find the Code :#1 "anx

ANKN NIRAIN

We have received intel that White September is trying to recruit Israeli residents to operate on its behalf
within Israel. Our SIGINT unit discovered a seemingly innocent website where remote technological jobs

are advertised. They believe this site is WS’s recruiting front.

Based on the advertised jobs, the unit infers that WS is attempting to recruit tech agents from within key

positions in Israeli security and government organizations.

After submitting a fake resume, the SIGINT agents received a password-protected ZIP file and an
instruction document. The instructions informed them that the ZIP password is a series of digits and that
the ZIP file contains Python code and two images. To advance to the next stage of recruitment, the unit’s

agents need to find a secret code in the image files.

Your Mission:

Unlock the ZIP file, extract its contents, and crack the code implanted in the images.

:John the Ripper NIy¥nXa zip-n Yal7 7w XNO'ON NX NX91 ,N'UKXI

root@kali:/media/sf CTFs/shabak/Find_the_Code# ~/utils/john/run/zip2john clues.zip >
zip.hashes

ver 2.0 efh 5455 efh 7875 clues.zip/clue.png PKZIP Encr: 2b chk, TS_chk, cmplen=2424517,
decmplen=2428065, crc=4E28B3FE ver 2.0 efh 5455 efh 7875 clues.zip/clueTwo.jpg PKZIP Encr:
2b chk, TS_chk, cmplen=522, decmplen=12427, crc=B3@EDBEE ver 2.0 efh 5455 efh 7875
clues.zip/something.txt PKZIP Encr: 2b chk, TS_chk, cmplen=299, decmplen=532, crc=729ED871
NOTE: It is assumed that all files in each archive have the same password. If that is not
the case, the hash may be uncrackable. To avoid this, use option -o to pick a file at a
time.

root@kali:/media/sf_CTFs/shabak/Find_the_Code# ~/utils/john/run/john --incremental=digits
zip.hashes

Using default input encoding: UTF-8

Loaded 1 password hash (PKZIP [32/64])

Warning: OpenMP is disabled; a non-OpenMP build may be faster

Press 'q' or Ctrl-C to abort, almost any other key for status

262626 (clues.zip)

1g 0:00:00:00 DONE (2018-12-06 22:53) 1.851g/s 48474p/s 48474c/s 48474C/s 262507..262005
Use the "--show" option to display all of the cracked passwords reliably

Session completed

root@kali:/media/sf_CTFs/shabak/Find_the_Code# unzip -P 262626 clues.zip
Archive: clues.zip

inflating: clue.png

inflating: clueTwo.jpg

inflating: something.txt
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.262626 X'n XNO'ON .NITTIA NIV np'7 NIX'ON , 7271 NND0N NIDIN XNO'ONY NV T'Y [1'on

:something.txt NX [N2)

#env 3.7 from PIL import Image, ImageFont import textwrap from
pathlib import Path def find text in image (imgPath): image =
Image.open (imgPath) red band = image.split () [0] xSize =
image.size[0] ySize = image.size[l] newImage = Image.new ("RGB",
image.size) imagePixels = newlImage.load() for f in range (xSize) :
for j in range(zSize) if bin(red band.getpixel ((i, J))) [-1] ==
'0': imagePixels[i, j] = (255, 255, 255) else: imagePixels[i, J]
= (0,0,0) newImgPath=str (Path (imgPath) .parent.absolute())
newImage.save (newImgPath+'/text.png')

NNNIM NN 1011 NIZPE NIX'AY AN 7N ,NIMIN DINENNIWA DX 1T0) L|INM'9 U970 1N X1

#env 3.7
from PIL import Image, ImageFont

(imgPath) :
image = Image.open (imgPath)
red band = image.split() [0]
xSize = image.size[0]
ySize = image.size[1l]
newImage = Image.new ( , 1lmage.size)
imagePixels = newlImage.load()
for i in range (xSize):
for j in range (ySize):
if bin(red band.getpixel ((i, Jj))) [-1] == "'
imagePixels[i, Jj] = (255, 255, 255)
else:
imagePixels[i, 7] (0,0,0)

N Y
) T .

newlmage.save ('./text.png')

nyd> .TA72 NIMNN YW DTN D"70|7'93. NITEZNNN NIYXNXD NMNOY NN US5nn 09" pon

.Zip-N YaI N2 AR¥NY clue.png NANNN 7Y UOMPON NX YN TWON
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NMNAN NJINNN X'N NXRXINN

Binaxy, Start 10,000 place, Fibomacci

NXI1D TN NINNN 7w Npna TV X7 V970N X clueTwo.jpg ,MINN TIYy NPy 17 'y
X'N clueTwo.jpg .clueTwo.jpg-2 "NNONY TAN N7 117 TV7 1NN clue.png-n IRXINY VOWNNY
7N NI'R NMINWN NNA0NN) NINNNN NIATMN N1'9] [0 JI9K [A71 DY N71TA N127 namn 750 j0a

(T2 ni7an nwaTRY? ATV NAIMNNN

‘X2N VOLN D" 1AV ,NINNN 7w MINI'AN 21X 272 010N ITR KIN NMIMN2A TN I"IVnin V9N

Q00000480 00 A2 B4 28 00 A2 BR 28 00 A2 BA 28 00 A2 BR 28 .e.f.¢.(.e¢.(.¢. 1
000004C0 00 A2 84 28 00 A2 BR 28 00 A2 BA 28 00 A2 Bh 28 .e.(.¢.(.¢. (..
Q00000400 00 A2 B84 28 00 A2 BR 28 00 A2 BA 28 00 A2 BA 28 .e.f(.¢.(.¢.(.¢.
Q00004ED 00 &2 79 6F 75 €2 67 €4 €2 €F 78 T4 D €B T4 TE .byoubgdboxzmktx
Q00004F0 00 A2 84 28 00 A2 6% T1 T2 A2 BA 28 00 A2 BA 28 .eo.(.¢igre.(.<.(
Q00000500 00 A2 8A T4 00 A2 BRA 28 00 A2 BA 28 00 A2 BA 2858 .e.t.e.(.¢.(.¢.(
000005310 00 A2 85A 25 00 AZ SR 285 00 A2 BA 28 00 A2 B8R 25 .e.(.¢.(.¢. (..
000005320 00 A2 85A 285 00 AZ SR 285 00 A2 BA 28 00 A2 B8R 25 .e.(.¢.(.¢. (..

INAN WIN'ON 7R NYANY TV ,TNIN IR NXD7 Nan 7y 01211'31 070 1I1901'X 11'01
MNI'D NINNN YR oN'NN7 W' e
Yal7n 7w 10,000-0 02N IR VIO W' e
'¥NX112'D NNTO7 DXNNA NIN'9P 7V 002NN 0'NAN DX Y7N7 W' ,0WUn e
TINT Y¥2N X2 09MPON
import mmap, os, string

def (bits) :
return bits // 8

(filename, access=mmap.ACCESS WRITE) :

size = os.path.getsize (filename)
fd = os.open(filename, os.O_ RDWR)
return mmap.mmap (fd, size, access=access)

() :
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while True:
yield a
= a + b

with memory |

inde

Ro=

b
S

map ( , access=mmap.ACCESS READ)
bits to bytes (10000)

for offset in get next fib():
index += offset

c =

chr (f[index])

if ¢ not in string.printable:

break

print(c, end='")

as f:

RXINN

yougotit

Xapnn D you got it AN ,NaIwnd 72NN K7 yougotit NI y'Non 91N

ShANEE

You have completed challenge
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The Persian :#2 Nanx

ANKN NIRAIN

The code you discovered enabled our SIGINT unit to proceed in the recruitment process. The unit received

a mysterious file. Finding the code in the file will enable us to further advance in the WS recruiting process.

Your Mission:

Analyze the file’s content and discover the code

[PINN 7RI0OPV D' WYY 121N X ,WhoAmL.jpg "N ' AWK Yalp 790 qlixnn zip-n yalp

:NINQN NANY D'RNN (IYRY V2N WX 21 VORL 70N

{"O0x1": [{"text": "z9u05d3su05e9u05d7ul5ed4gz p2P <more...>", "value":
69349}, {...}, {...}]}

JNAY7 DRNNY TR DY 7w 21T - u05XX A10n NITNNA 7W NI2YN DNTAN ' 'V7 V7AW NN

D" u05XX NN DN PIY 27 1N'W) N'NAYY DYINN DX DAON7 NN NRAN N'YALN N71Y9N
N> .wM2'"a NN ARYINND L(N'72182 DN NNS0 VYN K7 T'RYNY NN ,NMAayYY? 7R11M0 DI

.2 nunnwn X7 value 7w qon 1N 17 nonn D
NNYDL[IDIN 1IN N2 AN7ANN TAV'TA X [IWXY 02N AYIZE ANRN DINNY ,NINK NNWOX
D'RNN [IYRIN V' AIRD 12V AYINY DDON .NN2AYA NIFMIRN 7D 9w Nun'an Dinon NX awn?

7N WY

17200 DX T2 |IN,07IR .D'OFMAIRD IRY 70 12V ARXINN DX XTIH7 DD K2N 'YA0N 12T L[NoN
NINAN NI'YYaN
M?" vIwo 2IMd NN WY DIpna oYY Lvalue NTWA W DY DPOPMAIRD DY R

Stext" nTW 7N DropraIRn D K72

NXAN DP9 01PN "return” KIPIY NTWA 7731 0OV ,NON N "text” NTYNW NMIIWKRIN DY
MK 12 07049 ,"base64” nTwa N'wwn Dyoa L"in" nTwa 9701 LORLAN ,NoN NN NTYUNY

9011 NIXIIN DY WN01 10N 1D NAITIY 1N NI

NN 7NN Yonn text” IR X7 AWRI VORL 170NV NITYN W NINWA 75 N9 INKY

return in base64 sum of values below median
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IRAINN MNX JIPU'? XIN NNRY D , )2 DX

import statistics, logging, base64, json, re
heb utf regex =

gematria map = {
0x05DO0:
0x05D1:
0x05D2:
0x05D3:
0x05D4 :
0x05D5:
0x05D6:
0x05D7:
0x05D8:
0x05D9:
0x05DA:
0x05DB:
0x05DC:
0x05DD:
0x05DE:
0x05DF:
0x05EQ:
0x05E1:
0x05E2:
0x05E3:
0x05E4:
0x05E5:
0x05E6:
0x05E7:
0x05E8:
0x05E9:
0x05EA:

~ ~ ~

~

~ 0~

O J o U b W N
~

NN
o O O~ ~
~ 0~ 0~

(text) :
sum = 0
for res in re.findall (heb utf regex, text):
v = int (res, 16)
sum += gematria map[int (res, 16)]
return sum B

logging.basicConfig(level=logging.INFO, format='Log:\t%

with open ( ) as f:
message =
values = []

all text = f.read()
all text = all text.replace( , T
j = json.loads (all text)

for section id, text val arr in j.items():
logging.info ( + section id)
for text val in text val arr:
text label =
for x in text val:
if x ==
pass
elif x != text label:
message += x +
text label = x
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text = text val[text label]
value = text vall ]
calculated value = get gematria sum(text)
if (value ! ) :
logging.info (
.format (value, calculated value))
assert(int(vglue) ==
else:
logging.info (
.format (calculated value))

calculated value)

values.append (calculated value)
print ( .format (message))

med = statistics.median (values)
print ( .format (med) )

s = sum([v for v in values if v < med])
print ( .format (s)

print ( , baseo6d.bodencode (str (s) .encode (

RXINN

Secret message: return in base64 sum of values below median
Median: 63664.5

Sum of values under median: 2501577

Base64: Db'MjUwWMTU3Nw=="

ShANERE

You have completed challenge
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The Usual Suspect :#3 7anx

ANKN NIRAIN

An ISA cyber-attack against White September’s servers procured a set of data files. The files
contained WS members’ browsing activity. An analysis of the servers’ logs revealed the
conspiratorial activity of ten apparent suspects. We know there are more suspects but have

been unable to identify them as of yet. The number of additional suspects is unknown.

Your Mission:

Identify the remaining suspects based on the activity of the provided list of suspects.

Find the most frequently used IP address for each of the additional suspects.

*Your solution should be submitted as a comma-separated list of IP addresses in ascending
order, without any spaces or additional characters.

For example: 11.1.11.1,2.22.22.2 (assuming two new suspects were found).

2 101 NMIwAN .(nan 600-2) nimiwn 10,000,000 7w CSV Yaljp 911X MaNNY?

S head log.csv

uid, uip, date, url

8771,186.189.5.113,01/08/2014 17:24,http://jlt.edu/
7175,241.64.83.103,01/11/2014 12:54,http://sds-german.cc/
7903,224.4.135.115,01/03/2014 10:52,http://fdd.co.uk/
2690,211.105.56.228,01/01/2014 19:13,http://epc.org/

1518,198.77.195.195,01/11/2014 19:33,http://www.popshop.dk/
6589,225.108.49.121,01/07/2014 00:32,http://mend.co.uk/
6756,116.225.186.227,01/01/2014 20:44,http://simi.org/
7207,73.151.121.164,01/30/2014 07:19,http://mnj.cc/
1199,114.9.216.164,01/25/2014 14:21,http://lra.org/

NOIIX LD 1N .ANKX NAINDI NN LIP MInd ,wnnwn NNt N'7710 NNX DY nmivN qQO0IX ,ni'n

:D'TIVUN 7Y Nn'wn

2449, 6796, 9237, 4024, 3538, 3608, 7239, 435, 5206, 2211
:D'TIYNYT 1I0N"NN WK NiNiwY 10,000 n77 nn'wnn 720 102
S cat log.csv | egrep

10000
S cat log.csv | egrep

3538,67.141.120.237,01/16/2014 07:31,http://isa.edu/

5206,10.192.20.173,01/23/2014 17:51,http://fdd.co.uk/
4024,230.167.210.226,01/12/2014 23:26,http://apcls.info/
3608,127.95.83.100,01/24/2014
18:02,http://www.math.rutgers.edu/~sontag/fermi-eng.html
4024,143.204.212.207,01/16/2014 18:48,http://www.realestatebook.com/
7239,143.204.212.207,01/12/2014 20:26,http://emetic.edu/
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435,42.74.74.110,01/02/2014 21:40,http://professional-edu.blogspot.com/
2211,109.242.247.39,01/06/2014
12:08,http://www.noodletools.com/noodlebib/
3538,51.70.255.188,01/10/2014 14:50,http://alansmithl7.tumblr.com/
4024,230.167.210.226,01/13/2014 07:52,http://kdp.edu/

NP2 D'YANwN TV 7'~ NIRYYZE,OTIYAN 70 Nz'a DNX 7' W9N7 AN NRIYRIN nAwNnn
1770 DnXa

suspects = [2449, 6796, 9237, 4024, 3538, 3608, 7239, 435, 5206, 2211]
suspect history = defaultdict (set)
non_ suspect history = defaultdict (set)
with open('log.csv') as f:
csv_reader = csv.reader(f, delimiter=',")
next (csv_reader, None)
for row in csv_reader:
if int (row[UID]) in suspects:
suspect history[row[UID]].add (row[URL])
else:
non_suspect history[row[UID]].add (row[URL])

common sites for suspects =
.intersection (*list (suspect history.values()))
print ( , common sites for suspects)
counter = 0
for user, history in non suspect history.items() :
if common sites for suspects.issubset (history):
counter += 1

print (
counter)

3128 '2ax ,('/http://anla.gr/', 'http://cgsb.net’) DN NP2 D'TIVNN 70U DINK QW DIY' SARXINN
PITA7 ' XAN [I'VIN .NN'WIN DR DYAXY? 772w 110 7'901 X7 .0N"IWA NP DINK D'YNNYN
INWD TIWUN WnNwn DAY 1P NIRIMd IWANwN D'wnnwn 17'x

suspect ips = set ()
with open('log.csv') as f:
csv_reader = csv.reader(f, delimiter="',")
next (csv_reader, None)
for row in csv_reader:
if int (row[UID]) in suspects:

suspect ips.add(row[IP])

print ( , Ssuspect ips)
f.seek (0)

next (csv_reader, None)

counter = 0

for row in csv reader:

if int(row[UID]) not in suspects and row[IP] in suspect ips:

counter += 1
print ( , counter)
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Q1700 awnY 1O T N .0'yd 9659 D'TIVN 7V NIAIMDA IWANWA D720 D'YUNANYA ARYINN

:D'M7120 021N VAN ,YUTNN

user to ips = defaultdict (set)
with open('log.csv') as f:
csv_reader = csv.reader(f, delimiter=',")
next (csv_reader, None)
for row in csv reader:
user to ips[int (row[UID])].add(row[IP])

for user, ip set in user to ips.items():
print ( if user in suspects else , user, len(ip set), ip set)

MIYN N7'NN2 ,TIYN wnNwnn OX .19Y IP-0 NIAmd 75 7% wnnwn 73 7¢ 19! 0'9T 09"j70n

NP 1o 09I

D'TIYNN 1N DX [N2) ,N'UKN

7 MIwRIN Namdn L7un? .ormiwn 1 1P Nimd 7 NN DNTRN XN PV 09 Y9IpYw NN
SUWNL'YIMNN L 'YIRNN LYD TIYNN 7W NIIWRIN N2UNDN DA X0 (127.95.83.100) [IWXRIN TIWYNN
1770 niamdn NX "viax?”! rvan yan [kon CNNNKR NIRIMD DY NTIN YSINN 1NNl 'Yhavn

17X NIAINNA IWVNNYA D'UNNYN 17'R DRI

all suspect ips = set()
for suspect in suspects:
all suspect ips.update (user to ips[suspect])

with open ( ) as f, open(
as o:
user to ips content = f.read()
for Ip in ailisuspectiips:
user to ips content = user to ips content.replace (ip,
)

o.write(user to ips content)

((NNMP n'o X77 ,7n172) D'TIYN DI'RY D'UNNYN 77 D100 MWD ,NNNINN

$ cat user to ips colored.txt | grep SUSPECT IP | grep -v
7159 10 {'S CT IP', 'SUSPECT IP', '219.62.226.13',

'126.127.244.21°¢ "SUSPECT IP', 'SUSPECT IP',

'SUSPECT IP'}
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10 {'st

Iev,

10 {'Sst

S Ip',

SPECT IP'}
10 {'53.10

19.62.226.13"

.199.192.98
9482 10 {'1
SUSPECT IP',

PECT IP'}

79 nund [0 DAY IP-0 NIIMd D (4918 7wn? 1nd) D'wnNwn DIY! - [IDIN 1IN 10D AR AT
Io'mwn

qion TVI N7NNNNN 171D 'IN'TH DX Y¥a'Y V90 X¥"MIfrom collections import
defaultdict, Counter
import logging, pickle, socket, time, csv, os

def (1st) :
data = Counter (lst)
return data.most common (1) [0] [0]

UID
IP
DATE
URL

LOG_FILE
CACHE FILE

suspects = []
logging.basicConfig(level=logging.INFO, format='Log:\t% (message)s')

with open ( ) as hint f:
for suspect in hint f.readlines():
suspect = suspect.rstrip()
suspects.append (suspect)

logging.info ( .format (suspects))

if not os.path.exists (CACHE FILE) :
logging.info (
user to ips = defaultdict (set)
ips to user = defaultdict (set)

user to nonunique ips = defaultdict (list)
user to most common ip dict ()
all suspect ips = set ()
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with open (LOG FILE) as f:
timel = time.time ()
csv_reader = csv.reader(f, delimiter=',")
logging.info ( )
for i, row in enumerate (csv_reader) :
user to ips[row[UID]].add(row[IP])
ips to user[row[IP]].add(row[UID])
user to nonunique ips[row[UID]].append (row[IP])
time2 = time.time ()

logging.info ( .format (i, time2-timel))

logging.info (
.format (len (user to ips.keys())))
logging.info(
.format (len (ips to user.keys())))

logging.info (

for user, ip list in user to nonunique ips.items () :
mc = most common (ip list)
user to most common ip[user] = mc

logging.info (
for suspect in suspects:
all suspect ips.update(user to ips[suspect])

logging.info ( .format (all suspect ips))

pickle.dump( (user to ips, ips to user,
user to most common ip,
all suspect ips), open( CACHE FILE,

else:
logging.info ( )
user to ips, ips to user, user to most common ip, all suspect ips \
= pickle.load( open( CACHE FILE, ) )

non_suspects using suspect ips = defaultdict (int)
for user, user ips in user to ips.items():
if user in suspects:
continue
for ip in user ips:
if ip in all suspect ips:
non_suspects using suspect ips[user] +=

logging.info (
.format (non_suspects using suspect ips))

top n = 3
logging.info ( .format (top n))
d = Counter (non_suspects using suspect ips)
ips for new suspects = []
for user, num common ips in d.most common (top n) :

mc ip = user to most common ip[user]

prInt ( susp - s

.format (user, num common ips, mc_ip))
ips for new suspects.append (mc_ip)
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print ( .join (sorted(ips for new suspects,
key=lambda ip: socket.inet aton(ip))))

NX '-']'7IUJ DOINNIL,D'TIVUN 7Y [P NIAINDA IWANYAY 0'7'20 D'UNNYN 7¢ nn'wl X' 09" pPOoN

QITIVUN NN 79 N A7man NimdA IYnNvnY D'Ynnunn NYIY

MANNNY '9D ,wnNNwn 7D 7w AN nxioan IP-0 N2INd '97 N1tmn NNIXa ARXINN DX AN XN
AT

NXXINNLog: Suspects: ['2449',
39', '435', '5206', '2211']
Cache file missing, loading from scratch
Parsing log file...
Parsed 10000000 rows in 32.40831255912781 seconds
Number of unique users: 10001
Number of unique IPs: 10010
Calculating most common IP per user...
Searching for all suspect IPs...
All suspect IPs: {'104.45.191.227
0.78.22" '127.95 3 O '130.7 88
L2477 )
) '13 /.249.121",
.173 .114', '42.74.74.110',
58.17.81. 7 .167.210.226"}
using suspect IPs: defaultdict (<class 'i1
) '9091': 3, '1808': 10, '5772': 9, '5590
®, 6 )': 5, '4918': 10, 87'"': 2 '9 Vg TE)
Fetching top 3 new suspects:
suspect: 1808,
suspect: 4918,
suspect: 5772,
41.239.144.6,103.205.114.34,127.95.83.100
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You have completed challenge

910N XNl

CongratUIationS! CAREERS

You have passed the challenge!

Your assistance with the missions has helped us at the ISA gather critical
information. Our analysts were able to uncover crucial details about the
night before the planned attack. They located and identified the venue of
the final gathering.

Our Special agents and SWAT teams were posted around the building,
surrounding it. Bugs and surveillance systems had been successfully
planted inside. Last night, all members of White September were in the
building when, at 10:30 PM, the teams were given their cue to

infiltrate. After a three-minute gunfight, the infiltration was

successful. Five members of White September were taken out, and eight
more were captured and taken in for questioning.

The only injury on our side befell one of the SWAT members, who, upon
trying to remove a cat from the building, was mildly scratched (no cats
were harmed in the process).

Agent A, congratulations on completing another successful mission. The i
citizens of Israel can sleep peacefully at night knowing that the Israeli

Intelligence Community always has an eye open.
1 1 =1
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Windows Notification Facility

ni7a 70 NXN

aNTN

- X2 IN ,Windows Notification Facility owa wTn [nan 71777 qonnn ,Windows 8-n 7nn
2V nIXANN YT NNavnY? Subscriber\Publisher nu'wa pn YW Mo nan Xin WNF WNF
-n DAl Kernel Mode-n DA w'a1 yT'n .|N210 NINVA7 DY D2 2 N72Y9NN NN DWN'N
DN D'YIN'Y 17 W' DIFNED7Y90N NIDWN |2 771 )70 (122190 .01 070N 12 DA, Mode User

.N7V9NN Nd>wwn Yw N'non Ni'voa

Gabrielle oy TN ,Windows Internals 1900 "ann ,Alex lonescu (2018) |nnxn Black Hat-a
yTm 771 a X710 oynd aRxdnn 1Y 1] n7vn XInw anvax niaiol WNF-n X avn L Viala

.Undocumented |'017n7 XINW ,NTA [122000 7V V1VI'NA

7Y D'YIN'YUN DNl 17W N1ann DR ,TAY AT maann 'R ,WNF IR RID DR oKX 0T KN
22 QIpY7 "D W7 INIXR X217 [N XD DAY AR IR INRNN 7Y YN 7700 070900 Ndvna

.Windows-21 7901 XInW NINNK NI1'Myn NITMYOKRI N9'PN MI071 A'X¥XILEDR

Windows Notification Facility nT nn

User-2 77NN IX 72™T IXK NIF7 712') 21 ,qn17) .Subscriber-1 Publisher 7w nu'wa w19 WNF
DY9 721 AXNN ARt nan Yy (StateName X1j71) D'Ion VIN'X'? Subscribe niwy'? 71> (Space

.(StateData X1j7) 'V yT'N1 '1'W VX i) WState Name INIR 7K "Publish” nwy ANk 20w

X PIT2* AutoChk-w 1D Read-Only-2 071y 22 0TIz HD-n ,Boot nwiIy n7y9nn NDWNWD ,XNAIT?
N7wil RW ¥ NIXwNN DY 21W Mount MaIy 70 Tn ,N7"Tan DX DV'ON XINW ya1a .HD-n ni'pn
DIYNY7 NI 'PN 20 TNW State Name INIRY? Subscribe 1wyw Dx'DN XKW DX vT'w WNF Event

.HD-n "X nyvd
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.N7yonn nNd>wna WNF 'win'x 4,000-> om*p (1809) Windows10 7¥ 2nia nwTNn X0MA7 |1D)
nT'N'N n72an0n .Kernel Mode-7 User Mode a1 ,Sessions |2 ,0'0'70N |2 YWwpn? 'O wnwn WNF

.AKB-7 Ty j71 State Data '7'on'7 715 State Name 75w R0 17w

DY ynw 2N 7w N ,\WNF nRINNY DA 77200 1o ,\WNF NRINN? nnaia 1'7nn 72w nxan
vyo X7 wnnwnnw nnn't nownnwd \WNF nxnnY oo Wi-Fi nwn? 2iarn , WNF nxnnY

.02 T, WNF NIXINNY D12 12T (D'on At 7192 07 72 X7 awnnn)

(12207 X7X .DNYXOIWR K71,7770 7Y NR (201 70 IRGALPC IR ETW 2un n2dw X7 XIn WNF-n

JITYINN X7 NY29 NNd T 71 wRALL,N7Y90N N>WN 7Y TA%71 0'nio 0'vin'y a0

DD XY Sysmon 102 EDR 75 AN *ayn NIFfY 122117 Nnia i X7 n'on! YTV RINY NTaIvn
NIITTN NI'WN NNNOoNYT 112110 DX 7X¥17 010" 0'9PIN .12 WIN'Y NINT? T DIY DN 'RI INIXR

YN NANTNA 12T )2 2V NN NIdWA 91y nddI DNYY

72 .XBox IX Windows Phone 1n2> ,Microsoft 7w NINNX NINNIDVY92 DA D' TWKX [12 KIn WNF
NNOMAZ 1 NI'VAYIYW NNNK NIAY NININA TIWLE 1970 DNy Ny 7y WNF NIKONN DA W'Y

JDINID0790 722 N TV R L XBox-7 IX 7Uamin

DM"p N1OW State Names-7 DWO'N71 State Data-n 7w namMdI X7 N7 NNWOKRT? 1avn

.0'wTN State Names N'¥'7 DA APl ' ,n%vyonn Ndwna

n'wan / nnayn WNF State Names

NNLAX 'WIND INIX D'y X7 DANW) n72vonn Ndwna D'n'pn State Names-n imn JINn

:N1DNN NI7'YO NX NNYY 17'OKX1 ["ayn YT 17 7907 0'71>' pY nnd w' ,(VT'n

WI-FI-7 7annn awnnnw nyo 701 v'Tin - WNF_WIFI_CONNECTION_STATUS e

ow 770 .TaNo V7n\vmwn 7nnw Do D 117 yrTin - WNF_AUD_CAPTURE\RENDER e
.NT DR 7WoNY 1'70nn

X7 wnnwn YUND yrTin - WNF_SEB_USER_PRESENT \ WNF_SEB_USER_PRESENCE_CHANGED e
.Windows 7w nTann '97 ,nt X 7'vo n'n

% 9w Dwn NX 7 [N - WNF_SHEL_(DESKTOP) APPLICATION_(STARTED \ TERMINATED) e
.NMMoNn7'nnnw NN

.Edge [9T9Tn N7 and wnnwnnw [NNXN URL-N - WNF_EDGE_LAST_NAVIGATED_HOST e

412D 170N AWNNNWI ARINN N - WNF_SYS_SHUTDOWN_IN_PROGRESS e

IDnIx 7101 0'-PID 7w nn'wn 727710 - WNF_FSRL_OPLOCK_BREAK e
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2020 VPUNS 7V DNon? N ,NhwoNn Nowna WNF 7w D'win'wnn nnd TV NIKING
:Mach2 nwa axnva

https://github.com/riverar/mach2/

,0'I0n WTN 7'¥'9 2Ima7 0N Windows-wo ."Insider Preview Features" XK1jaw nn w' Windows-2
TV TINR NN T DNYY NAIRANN IR NIRN? D D'wnnunnn @270 7Y 70 INIR 0Y7'NNn DN
72U NXPY7ORN 7Y QIX'VN NIR N2 CwoNny Dark Mode ’x'on XnAIT? X7 NNl D'YNNwnNn

NI79X1 NNINWY? nRmMi NN Windows

WNF N2 DNWNIY 11D R¥N1 X7 IN 079910 I'N' DN DRN ‘YHONY ,N7XD DXY'X'D 99N Wt
NT'R YV U'7NN7 DYV 71D' NN LD'0AIN State Names-n DY IR MWN ATh VR'N9N

A7 M R7 IR 1 DYYD

TVINN X7 (1121 X0 WNF-n mxd D ,0n7w Nip'Tan 7D nX Microsoft-7 oInn'? Q"wox nDxva ndd

.2 PNY7 DMK X7 D'ynnunny

State Name-n nilan

:State Names 7w D'ai0 4 v
D'UTN ITAN7 [N X7 ,n70900 Ndwn Dy DNTAIN D' State Names - Well-Known e
O'N¥N] .N2D1 AWNNNY INKY? DA 1wl i LPersistent NI DNAY VTN .NTA AI0ONN

22'NIN NNN Mo

HKLM\SYSTEM\CurrentControlSet\Control\Notifications

D'N¥n flag IsPermanent-2 70 .X7w Nirn'%? 7101 Persistent NI'n7 712! DN yT'n - Permanent e

22'NIN NNN VoM 1> DA

HKLM\ SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications

N7 N ;7201 DNIXK DWW 1'7NNNY "NK DA DINW DN WWpNa Persistent DN - Persistent

22'MIN NNN MU0YAN O'RYN .21 AWNANY INXK? D)

HKLM\ SOFTWARE\Microsoft\Windows NT\CurrentVersion\VolatileNotifications

NNIYA 17 'R .KIN DA D7V] 't State Name-n 0301 1'7nNnW) .0'NI91 NIND - Temporary e
Mol

.Administrator NIXWIN X Permanent Names IX Persistent 1Ix'7 ' 1
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'nninw ,Reverse Engineering NTIAy .*TIN" ID DY n7¥9Nn NJIYN2a 0XYTAIN DNYY State Names-n
DY NN .0-ID-n nn'wn nX perf_nt_c.dll y1mn axvin L [2] 17w a72a redplaint nnIx
NN NP AN'w xR 1200 DNYY DWn DR Mavynw nrnnn @ dil-n ima ,Undocumented

3] x> Ny 17w ID-7 State Name-n DV |'2 NWpNY

Data ,Scope ,Lifetime ,Version :NITwNN 10MMy Y DYV XIn State Name 72 7w ID-n

:0x41C64E6DA3BCO007 :yiaj? 1V DV XOR 1wy Dn'72vw .Unique id-1 permanence flag

typedef _WNF_STATE NAME INTERNAL
{
ULONG64 Version
ULONG64 Lifetime
ULONG64 DataScope
ULONG64 IsPermanent
ULONG64 Unique : 53;
} WNF STATE NAME INTERNAL, *PWNEF STATE NAME INTERNAL;
[https://blog.quarkslab.com/playing-with-the-windows-notification-facility-wnf.html]

Persistent ,Permanent ,WellKknown) State Names 7w Dnion nyax? on'nn - Lifetime
:(Temporary

typedef _WNF_STATE NAME LIFETIME
{
WnfWellKnownStateName = 0x0;
WnfPermanentStateName 0x1;
WnfPersistentStateName = 0x2;
WnfTemporaryStateName = 0x3;
} WNF STATE NAME LIFETIME;

.Process-7 IX User-7 IN ,Session-7 0"'9'¥90 IX ,0'"'7X2172 NI'n'? 0710 State names - Scope
typedef _WNF DATA SCOPE

{
WnfDataScopeSystem = 0x0,
WnfDataScopeSession = 0x1,

WnfDataScopeUser = 0x2,
WnfDataScopeProcess = 0x3,
WnfDataScopeMachine 0x4,
WNF DATA SCOPE;

12D WNX7 Persistent Ni'fn%? 0'713' YUK Persistent State Names-7 '011171 IsPermanent Flag-n

X7 D7D awnnn

7N 0y State name-n 7Y 7w XOR y¥a7 72 0TI v ,07RD NITUN W yT'AN DR NWOY7 '
(17w niynwnn Nn N2 X7Y) viapn

WNF XOR KEY = 0x41C64E6DA3BC0074;

AWUXD YT WK WNF_SYS_SHUTDOWN_IN_PROGRESS X1j71w State Name-n NX W' ,RNAIT? )2

.0x4195173ea3bc0875 :XIn N7YSNN NDIWNA INIX ax"'NN ID-NI1 .12 7NN K¥N1 Aawnnn
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:NMYSY T2 NIXAN NI7IYON NX NWY)

using namespace std;

main () {
StateName = 0x4195173ea3bc0875;
ClearStateName = StateName ~ WNF XOR KEY;
<<hex<<ClearStateName<<endl;
Version = ClearStateName & 0Oxf;
<<hex<<Version<<endl;
LifeTime = (ClearStateName >> 4) & 0x3;
<<hex<<LifeTime<<endl;
DataScope = (ClearStateName >> 6) & O0xf;
<<hex<<DataScope<<endl;
IsPermanent = (ClearStateName >> Oxa) & 0x1;
<<hex<<IsPermanent<<endl;
Unique = ClearStateName >> 0xb;
<<hex<<Unique<<endl;

:0n WNF_SYS_SHUTDOWN_IN_PROGRESS 7¢ I1"oxnW 72

Clear State Name: 53595300000801
Version: 1
LifeTime: ©

Scope: ©
IsPermanent: ©
Unique ID: a6b2a600001

WNFUN

-7 1910 DA PR ANKRTE WNF-Q win'y? 0T 7y 1an21w D7) 1axin ,Gabrielle-1 Alex 7w nx¥1na
:Github

https://github.com/ionescu007/wnfun/

XIN \WNF-2 win'w? N1 DAl L NI N2 D oy 71 Jarm oirfn - WNFDump nx 0770 070
NTNa ID-N 7w 0119-0IN2 T DAl VOV NT DA) DN State Names WoON7 17 TWONN

.(Temporary State Name-21 aImnl

NIN NIYN DT 'R NIXYYI DNYR XYY MDY 17 [Ni1L,0N2 MYN VTR0 IR RNPY 17 1WOKRN XIN
A NIPY DYO 75 a'xnl 0'ion State Name-7 DWN'N7 17 2WOXN XIN 9002 .n7y90n NdwN NI7'Yo
OMlj7 Explorer-n - 01N Awnnn ,State Names-n 722w yT'AN 72 IR D'PNIN DR |'¥7 'RTD "W

JNIX |N' X7 Reboot Dal .0I7D NIWY7? NI 71> X7 DXV DNXILINIR V'TNN? T 72
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TV ND'UNA NN'YANY |2Ind) NuoYaan 0T State Names-n 72 NRXING Y70 7w 0797 XnaIT

:(mMn

ER Administrator: Command Prompt — m] w

TN LA LA A LA LA LA L

L1 LA LA LA LA LA LA LA LA LA LA

LR AT

Dyo ' pTynn nrn State Name-n ,WNF_SHEL_APPLICATION_STARTED-? nnwn? XnalT Nl

PTYNN AT 'R MR NPTAY NIR2IN NNnd 'Mnno L(GUI Dy) 2awnna N1dIN NNN9Y

E® Administrator: Command Prompt - wnfdump.exe -n WNF_SHEL_APPLICATION_STARTED - O ®

er\wnftools

-n WNF_SHEL_APPLIC

"IN DWNYI ) 7wn State Name 1IX'™7 317 C©wWONN - Server-l Client ow*? *15 07 179'0 DN 0N

.Source code-n X77 DONID D'7DN

7w 210 TIV'N DY IR QT INIR DR D'y L Python 7w D'09170 DA Github-a VPN W
7w 0-ID-N 7W N7'WINn NN'wN 0177101 WIM'Y NWY1 DNAY NITYINN X700 NIY190 L0272 0ann

.Well Known Name States-n
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(Ta1y WNFUN 7'X) WNF API

NN NPNY LNLYI'NA D'VP'ND W' X ,NTVINN X7 WNF DY NIZoyNAY NIYionn NNN 9x
N1 n%wn wIn State Name X' 1 .[5] [NIX 110191 Windows-2 NITVINA K70 NI'Yj1190

2 wnnwny

NTSTATUS ZwCreateWnfStateName (

_Out  PWNF STATE NAME StateName,

_In_ WNF_STATE NAME LIFETIME NameLifeTime,
_In WNE DATA SCOPE DataScope,

_In BOOLEAN PersistData,

_In opt PCWNEF TYPE ID Typeld,

_In ULONG MaximumStateSize,
_In PSECURITY DESCRIPTOR SecurityDescriptor
) ;

State-7 Data 9'0In? ') .ZwDeleteWnfStateName-2 wnnwin? N1 State Name-n NX pINNnY? '

:ZwUpdateWnfStateData N1Tva State Name J1NV'7 TWOX ,AXINN NI7WY1 Name

NTSTATUS ZwUpdateWnfStateData (

In PCWNF STATE NAME StateName,

_In reads bytes opt (Length) VOID* Buffer,

_In opt ULONG Length, \\ Must be less than MaximumSize when
registered

_In opt PCWNF _TYPE ID Typeld, \\ Optionally, for type-safety
_In opt PVOID ExplicitScope, \\ Process handle, User
SID, Session ID

_In WNEF CHANGE STAMP MatchingChangeStamp, \\ Expected current
change stamp

_In LOGICAL CheckStamp \\ Enforce the above or silently
ignore it

) 8

NN W' State Data XNp? 'O .ZwDeleteWnfStateData-a wnnwin? N2 Data pinn%? '

:ZwQueryWnfStateData

NTSTATUS ZwQueryWnfStateData (

_In_ PCWNF_STATE NAME StateName,
_In opt PCWNF TYPE ID Typeld,

In opt VOID* ExplicitScope,
Out PWNEF CHANGE STAMP ChangeStamp,

_Out:writes_bytes_to_opt_(*Buffersize, *BufferSize) PVOID Buffer,
_Inout PULONG BufferSize \\ Can be 0 to receive the current
gize

) ;

IX ,State Name-n 1IN DONI9N YT DY 75 NRINN 727 710' NN D' State Name-7 nnwina

.Subscribe 17 nwIY WNX INWMW 17'9X1 01N State Name-nwd
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:N'¥72190 DX W' State Name-7 owA'n? '

NTSTATUS RtlSubscribeWnfStateChangeNotification (
_Outptr PWNEF USER SUBSCRIPTION* Subscription,
_In WNE STATE NAME StateName,

_In WNE CHANGE STAMP ChangeStamp,

_In_ PWNF USER CALLBACK Callback,
_In opt PVOID CallbackContext,
_In opt PCWNF_TYPE ID Typeld,
_In opt ULONG SerializationGroup,

In opt ULONG Unknown) ;

DAl Undocumented |nw NiNn%) nirUser-Mode |71 [nW ,NTN 7702 'MIX'MY NI'Y71197 90112
Kernel -2 |n"X NI7apn NIyjs amd oa vy ,(DN7W 0'7120'0N NIX D019 X7 VSDIONE''N

:Mode

ExSubscribeWnfStateChange
ExQueryWnfStateData

ns)','m'7 NINMYUORKX NILV'Y

[N 'R DR LINIYYARD 2'WNYT [N DNl 179 D'YIN'YN DN NXP 10201,[122120 DR IPOY XY
IT DT X7 2AWNY NITIR 2 W' NIPNYORN 70 NIX 1IR0IY 197 X .NIMITT NI7IYOY INIXK 7¥17

299531 WNF-2 win'w? vana

,WNF-2 wnnwn'? n¥1" Va9 DX DAY 2 ,Windows 8-n 7nn 71 0''p WNF-w 1DT7 21wn ,N'UKD

.Windows 7 '7v TIay' X7 XIn

nOWN 7Y 15TV 7D "2 NNWN? 710 ,Windows-1 TVINN K7W nn 72 ) ,\WNF-y X'n Ny DT
D'2NN 7Y DI'AN ,DIY DNVNI9T7 NOXN NYNNYN DAY DNAI9N IR T'NYaY D .n7wonn

.TIAYY? 2'09' TInl ,State Name-n N1an NINWN 7701w IN NINWN [ND'Ta

NOWN NX ONNNY 1T NI¥A State Names fa 7y amdY? 71>' Administrator 70w 727 1ayn

.NTN 122202 N2 NNVAKX NI'Y2 TV D! ,N7Y9NN

7> 7V 19'0 KIN Alex lonescu 7 17NN2 - NNVAX NN X710 XY (112NN 7Y winmn 72 0TIR
722m NIrfn7 AmMRY yTN n2n X7 ,WNFDump DY 70y RINWD NIQY NNVAX NI'YA R¥N RINY
NXOMAQ PN Microsoft 178N NNLAXN NIV NIX 78172 KIN WNF-2 ,0'wnnwn .2l 070N |

.nanpn
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wTN State Names N1'¥' NNTYA n9'7N NILV'Y

2 97N D715, 'RUN K'Y T2 YT MMYY D210 T DY 07D State Names-2 win'y
NNWOKRN NINKRD XN State Names 7w NIwNN NRIDNN NNK .D'WYNANYN DRYAID DNAY NIV'Y 1N
Persistent IN Permanent 2100 D'wTN State Names 7w DIWM .reboot TNX7 Persistent Ni'n%? 17w

.NDwna Persistency 7y 1My n71yn 0T NIk a7

IR M00YA7 NAMDI AR NIKNT N N1 L Persistent IN Permanent Dnw State Names 11X DX
2v DAl ,nnwnn 71011 State Name-7 nnwnn 2y ETW 'R I'N' D .ONIXK Y¥A'W 7770 e T
wUNNwl DX .Rtl 7w Nyz1o1 0'wnnwnwd 71 0¥ 078N D'YINRD DA X .State Name-7 na'mod

ETW iR 7702 Ny X71 0t nX qizy? 1 ,Zw-a nntwe

1Y D .M00YANN Yan1 "na? qX ,Persistency-n NX TaX1 ,WTN Temporary Name 11X OX , 72N

.N7Y5NN Nd>wNa TIYV'N DT 7V 1w X7 IR ,ZwCreateRegisterName-7 XINp'7 WINNO

Hook 17 w' DX X'N INIX NI727 0T'N'N )TN .0D'70N 2 YT NNAYNYT N'RI1 MY 0T 0¥V NNT

JINTD N'N2190 7Y

"y nyxann (Vo7 namdN 1Nd) 1Y NIYON 75w P2 KIn WNF-Q wim'win 7w 71man NN
nI'n EDR-n "7 - 21wn "l .Persistency 17 N7 712! XIn 0112 .n7U900 DDy 7w 1o Ty
DN ,N7IV9N DX YUX2 'M INKR DNIPNRNNYT 0710 K7W NLAL,N7RN MVOYaTN 2A'N1 DX DDA X7
NN2YNY NN CTIRA NNIIBVYT79 [N [RAINNY NT DXV DY TN ,N7R 72 X7 IXN 10 X0 n71won
NINY7 NdWIN TINN ANI9079 NIFfn? WNF-7 o' o0t Kernel-7 yTn ni7w%i 00N 2 yTn

.01YaId

X DY MW7 "7IX) .Persistent NN KINY 1XYW YT 1'NONYT “TD NIFNY 0710' N2 D'YIM'YNn 77N
Temporary State NNTY2 N'RYUN TINA N2 DY D'D'70N 2 YT 11avn? 1 IR (?Stage2-n

.Name

"np" State Names-a win'w

DIYPY N7X 7D knaIT? ,win'wa K7W Well-Known State Names naan W' n7u9nn Nd>vna

(Nmxnn2 WNF_CELL-I WNF_XBOX-1 0'7'n1n DN7w Ninwn) .Windows Phone-7 IX Xbox-7

YT DI0OND YNT DA NIXT NIYWY? N1 VTN DN 1'NoN7 1D D'wTn State Names 1IX'"7 DIznaw 12
State-d D'UYNNWN TUXD .0N VAN X7 N72WONN NDWNW DTN IKY D' State Names-2

AKB TV 7907 712! ,ARNI N2 NIFMNYWON 07107 [NNY TR XIXN? 'RTD 0?7 Name-
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State Name-n 1101'92 A7U90N NO>IWYN ¥ AY7INn NX'XN

VTNl D'YNNYNY DD'70NN L,'N19 (12200 nTY 772201 ,4KB TV 7007 n'710* WNF nXNn 70w (1'n
%17 MY NNYWOX W'Y PNMY D L0pN NIf0NY DR PITY Y72 IR No1o! 770 1M At

.117wn Shellcode 7w Ny TN DNA71I NW7IN

NN NIX71 State Names-n 1N 0N 7Y Fuzzing NIWY? X'N NRT NW7IN RIXN? NNX N0'Y
NINK NO'W ,(Blue Screen 17'9X IX Service 7w N0OMj7 XNAIT?) .'I9X X7 [9IXQ ANINNT7 NdIWNY? DA

N'9'Y90 DNIX 217271 ,)*70N 7w Subscriptions-n 7w N1'N2 0T XN

nt!_Eprocess.WnfContext UP"AIXN NX A'WN?7 W' 70N 9w Subscriptions-n 72 N KIXNY 1D

STVINN K7 0PAIR KINW ,WNF_PROCESS_CONTEXT 0j7"aIXN DX 7'onn

-0 7w Mwizn nn'wn 700 WR [ nt!ExpWnfProcessesListHead 70T D2 07NN DX A'WN? N1
X ,TVINN X7 WNF_PROCESS_CONTEXT vupmaIxn .0n'"7nnn 75 7w WNF_PROCESS_CONTEXT

A7V NRXINA IMIX 2'¥N 007X

Typedef _WNF_PROCESS CONTEXT
{
WNF CONTEXT HEADER Header;
PEPROCESS Process;
LIST ENTRY WnfProcessListEntry;
Struct
{
PWNEF SCOPE INSTANCE WnfScopeTypeSession;
PWNF SCOPE INSTANCE WnfScopeTypeUser;
PWNF SCOPE INSTANCE WnfScopeTypeProcess;
} ImplicitScopelnstances;
EX PUSH LOCK NamelInstanceListLock;
LIST ENTRY TemporaryNameslistListHead;
EX PUSH LOCK SubscriptionListLock;
LIST ENTRY ProcessSubscriptionListHead;
EX PUSH LOCK PendingQueueLock;
LIST ENTRY DeliveryPendingListHead;
PKEVENT NotificationEvent;
} WNF PROCESS CONTEXT, *PWNEF PROCESS CONTEXT;

D'YIY DN2MT NN NYT? 0N DX )'Y70N0N 79 Subscriptions-n 'y DR LIST_ENTRY-> @' 1IN
NNX 21 .DNIX 721 System "7nnn 7w Subscriptions-n ,State Names-nn D'72pn DAY VTN DY

.Kernel Callbacks-n 70 nx a'win'7 712"

NXINY T KIXAY? 2IN1,0'7270 DY VTR (121 D'YUNNYA K7W DT WONYT QWOK 1T T

S g
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WNF Dy TIp ngiTa

,VirtualAllocEx ,WriteProcessMemory NI'¥j211I91 NYNNWNAY T NPITh? 700 n0'wn Dizna
NNIY NIV'Y KIXN7 NIX ' N2V NI7'WOD NINT? DI'N D' TI' EDR-N "7 7D ,CreateRemoteThread

NI D' NTY 220 70N IR DX NIvyY

T2 DX P7ANY T 717 [N 'R ANKNY ,AtomBombing DY NU'W NNOTID NNAVY NMwA

.https://www.digitalwhisper.co.il/files/Zines/0x4E/DW78-3-AtomBombing.pdf - "nI' n'rn'x!

,0'10n State Name 1NN X1Ipw 01on 170N 2y yiT ox \WNF 0T woX nirn% oa 710 nniT 12T

STV 70N [ND'T MY 17w vy 01007 011 Nt State Name-1 i ‘v 'y

NN YNNW T NYDINN DX W7 DN 1Y, TV 70N ¢ (N3 R¥nd D78 yTNng NKY

TN TN

TNTa ,State Name IMIX? oW XN nN'R Callback-n N"¥ja19 NN RIXN7 @' AT DX NIWY? "D

.(WNF_PROCESS_CONTEXT 70T) OTIj72 1N10nw

12T INIRY NNY .NNONK Y2197, Callback Function-n MK NIIWY [N ,NT DR 1IKXAY VA2

CasperStager

-1 AN [IWKRY PoC 71 W' ya1d LI7RN NIV'WN DX DY 17'NNN 19X ,NN0NID IRXINNY INKY
:DN™7Y 1NV NIRRdLAN 770 wnnnn ,CasperStager nwa ,C#

https://github.com/ustayready/CasperStager

JNKAN N7'NNA MAXAY 10D 0" State Name N2 (vaIon 7w Stage2-n NN'MY X' XD NO'WUN

(Xbox-7 DMIUpW D1IW State Names 3-2 NNIX MW XIN NYDINN 7712 7723)

AMYY Dijpna ,State Name-n N 78 INIX DWINI Stage2-n DX LIVI'RNN 7270 DXV Dropper-n

JANIXR YNNI DWUN INIX X1 ,NDINN 7w Ny ‘DA TN 70" TN 2V INIX

XL L,"MRA" YAIvN DR 'MoNY NTINN )T NRT X ,Stage2-n 7w N'RNXY N¥In Y7 N X7 0t

17w ni7von

nawn? 1 ,0'0981 WNF State Names-n 72 NX X707 X'n nTn 0"'N92 Stage2-n 7w NI7'woN

J0Aynn NX
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Did'o

winm 'R ["TYY NNNY .0Y'T TV XYN7 DNEANTYTNRN ,NAYIM X7 NnTR T TV RIn WNF
NI, INoN "IRYI0I9"N DR NI N 'YOY 12D, WNF-N IR NITYINN 'MAXNY NIRRO0N 7D 7Y

.01V D'YUIN'YYT INIX 7¥17 D'NY¥NY DIORYND TIVE TIV IRNI TNYAY 'aNn

ANTY? NNNA 2 ' [TV Y7RA72 D 7D DA DTN [1A1NNY 2N 1N N7RN NIV IWNNY'Y DYAID

.DI'N NNVAXN NNRINNS 2N 7Y

D'YUTN D'X'D NN 0'D01N TNN ,Windows N7u9nn NdIYN NX 210 DDA RY 17 "NTIY NINNY

YNl TN NIANN NIDIYNT? DIYAISN ANID |2 12DV 71NN YNl MNVAK 1IN NN 0'n'v

blum.tal2@gmail.com NaIM>2 W7 11X N1 *7702 DNo IK WNF 7V i IX N7RY 707

NN

:BH2018-n nxxnn - [1]

https://www.youtube.com/watch?v=MybmgE95weo

:RedPlait 7w a1'7an [2]

http://redplait.blogspot.com/2017/08/wnf-ids-from-perfntcdll.html

:Well Known State Names 7w nn'wn [3]

https://github.com/ionescu007/wnfun/blob/master/script python/WellKnownWnfNames.py

:WNF 7y n1raonw NNl XnaiT [4]

https://blog.quarkslab.com/playing-with-the-windows-notification-facility-wnf.html

[5] https://processhacker.sourceforge.io/doc/ntzwapi_8h.html
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